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Questions & Answers:

Interstate Crosscheck Program (“Crosscheck”) &
Electronic Registration Information Center (“ERIC”)

Based on publicly available information

Question

Crosscheck

ERIC

1. What s it?

Launched in 2005, Crosscheck is a state-
to-state “matching” program that
compares a state’s voter list to lists from
other participating states for the purpose
of identifying “possible double votes,”
meaning, voters who allegedly cast
ballots in multiple states during the same
election. Crosscheck also seeks to
identify duplicate voting records.?

Launched in 2012, ERIC is also a data
“matching” program that compares a
state’s voter list to lists from other
participating states. Additionally, ERIC
compares a state’s voter list against a
state’s own databases and other
databases. ERIC’s purpose is “improve a
state’s ability to identify inaccurate and
out-of-date voter registration records, as
well as eligible, but unregistered
residents.”?

2. Who runs it?

Crosscheck is managed and controlled by
Kris Kobach, Kansas’ Secretary of State,
who recently led a failed legal challenge
against the U.S. Election Assistance
Commission’s decision to not require
documentary proof-of-citizenship on the
federal mail-in voter registration form.3

Participating Crosscheck states sign a
MOu.*

Initiated as a project of the Pew
Charitable Trusts, ERIC is an independent,
nonprofit organization owned, managed,
and controlled by the participating states
themselves.

Participating ERIC states sign a
Membership Agreement.®

3. Whoisinit?

As of December 2013, there were 28
participating states in Crosscheck.®
However, to date, at least two of those 28
states (Florida and Oregon) have ended
their participation in Crosscheck.” The
remaining states are: Alaska, Arizona,
Arkansas, Colorado, Georgia, Idaho,
lllinois, Indiana, lowa, Kansas, Kentucky,
Louisiana, Michigan, Mississippi, Missouri,
Nebraska, Nevada, North Carolina, Ohio,
Oklahoma, Pennsylvania, South Carolina,
South Dakota, Tennessee, Virginia, and
Washington.®

As of June 2015, 11 states and the District
of Columbia participate in ERIC. Those
states are: Colorado, Nevada,
Connecticut, Oregon, Delaware, Utah,
Louisiana, Virginia, Maryland,
Washington, and

Minnesota.’
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4. How does it work? What
data does a participating state
provide to the program?

Crosscheck requires each participating
state to provide its voter list.1°

Likewise, ERIC requires participating
states to provide their voter lists.
Additionally, ERIC requires states to
provide their motor vehicle licensee or
identification data.™

5. How often do states have to
provide data?

Once a year in January.?

Every 60 days.??

6. Is private and sensitive data
protected?

Unclear. Crosscheck appears to use a free
program for encryption.* However,
privacy advocates have expressed

“alarm” about “[Crosscheck’s]
transmission of highly sensitive personal
information of millions of citizens via a
website that lacks proper protections.”*®

Yes. Private and sensitive information
such as date of birth (“DOB"”) and the last
four digits of a Social Security number
(“SSN”) are anonymized at the source—
the state—and then transmitted to the
ERIC data center where the data is
anonymized again upon receipt.®

7. What lists or data is matched
against a state’s voter list?

Crosscheck matches a state’s voter list
against lists from other participating
states.”

Similarly, ERIC matches a state’s voter list
against lists from other member states.
Additionally, ERIC matches a state’s data
against other databases, including, the
Social Security Administration master
death index list, motor vehicle licensing
agency data, and U.S. Postal Service
data.®

8. What reports or results are
generated by the program?

Each participating Crosscheck state
receives a report that shows “matches” or
voters who appear to be registered to
vote in more than one state.”

Each participating ERIC state receives
reports that show: “(1) voters who have
moved within their state; (2) voters who
have moved out of state; (3) voters who
have died; (4) duplicate registrations in
the same state; and (5) individuals who
are potentially eligible to vote but are not
yet registered.”?°

9. What constitutes a “match”
under the program?

Under Crosscheck, the procedure for
identifying a “match” compares three
fields: (1) First Name; (2) Last Name; and
(3) Date of Birth (“DOB”). Other
information, such as Middle Name, Name
Suffix, and Last Four Digits of the Social
Security Number (“Last Four SSN”) are
included on the reports, but are not used
to indicate a “match.”?!

ERIC matches more “data points” than
Name and DOB, including the Last Four
SSN, Mailing Address, and other data
already linked through state motor
vehicle agencies, though it is unclear how
many more “data points” are used.?
ERIC uses a “contextual matching
system.”?

10. Are there accuracy and
“false positives” issues?

Yes. Crosscheck openly admits in its
Participation Guide that the program
generates a high number of false
positives: “Experience in the crosscheck
program indicates that a significant

Due to the more detailed data matching
(see above), there may be less false
positives under ERIC than Crosscheck.




number of apparent double votes are
false positives and not double votes.
Many are the result of errors—voters sign
the wrong line in the poll book, election
clerks scan the wrong line with a barcode
scanner, or there is confusion over
father/son voters (Sr. and Jr.).”%*

The inaccuracy of Crosscheck’s data
appears to be reason why some states
have left the program. For example, a
spokesperson from the Oregon Secretary
of State recently explained: “We left
[Crosscheck] because the data we
received was unreliable and we felt
joining the ERIC project would better
meet our needs.”?

11. Are member states
required to take action on the
results generated by the
program?

No. Under Crosscheck, states are not
required to act upon the results
generated by the program.

Despite this lack of a requirement, states
have gone ahead and taken action based
on Crosscheck reports. For example,
some states “improperly interpret a
Crosscheck ‘match’ to be a request by the
registrant to be immediately removed
from the rolls.”?® Given the high number
of false positives, these actions have
often resulted in the unlawful purging of
eligible voters from the voting rolls.?’

Moreover, some states may not be
outright purging voters, but instead,
wrongfully designating eligible voters as
“inactive” based on Crosscheck’s faulty
results, a designation which may lead to
negative consequences and may lead to
purging. For example, such voters may be
deprived of a mail-ballot application in
states where mail-ballots are not sent to
voters on the “inactive” list.?

Yes, in two ways: (1) ERIC states are
required to contact voters whose
registration information is identified as
inaccurate or outdated and educate
those voters on how to update their
records; and (2) ERIC states are also
required to contact eligible, but
unregistered people and “educate them
on the most efficient means to register to
vote.”? Registering the unregistered is
mandatory. Indeed, ERIC states are
required to initiate contact with at least
95 percent of people identified by ERIC
who are eligible or potentially eligible to
vote. Failure to comply results in
automatic removal of the state from ERIC
membership.*®

12. Does the program make an
effort to protect voters from
being unlawfully purged and
denied their fundamental right
to vote?

No. Crosscheck does not require its
participating states to conduct their voter
registration list maintenance activities
(based on Crosscheck results) under the
strict guidelines of the National Voter
Registration Act (“NVRA”).3! The NVRA

Yes. ERIC requires its member states to
conduct their voter registration list
maintenance activities (based on ERIC
results) under the strict guidelines of the
NVRA.3?




sets forth important legal protections
against being unlawfully purged from a
voter list.

13. Are people of color more
likely to be identified as
“matches” under the program?

Possibly. At least one reporter, Greg
Palast, has concluded that people of color
are disproportionately “at risk of having
their names scrubbed from the voter rolls
[by Crosscheck].”*® Palast’s review of
data from various states indicates
Crosscheck results are “heavily weighted
with names such as Jackson, Garcia, Patel,
and Kim.”** He asserts that Crosscheck
has put 1 in 7 African Americans, 1in 8
Asian Americans, 1 in 8 Latino voters, and
1in 11 white voters at risk of being
unlawfully purged.®®

To date, we have not located any
materials regarding the racial impact of
ERIC.

14. How much does the
program cost?

While Crosscheck states that the program
is free of charge, voting rights advocates
believe there are “hidden costs.” Given
the high number of false positives due to
faulty data, states must expend
considerable staff time wading through
Crosscheck reports.®® Crosscheck itself
warns states that processing the data
“requires a commitment of time at the
state and local levels” and recognizes that
“some states may not be ‘able to commit
the resources to process the results in a
given year.””%

ERIC members pay a one-time fee of
$25,000. ERIC’s annual operating
expenses are spread equitably between
the member states, as determined by the
Board. Dues for most states are expected
to be between $25,000 and $50,000 a
year, depending on population size of the
state. As more states join ERIC, the per-
state share of the operating expenses will
decrease.®

ERIC asserts that it saves states money:
“Efficient and effective data matching
and cleaner voter rolls will result in such
efficiencies as less returned mail, fewer
provisional ballots on election day,
shorter lines at polling places, etc. In
addition, ERIC uses resources such as the
Social Security Death Index and data from
the U.S. Post Office that states now buy
on their own. ERIC states share these
purchases when they pay their annual
dues.”*

Finally, from time to time, the Pew
Charitable Trusts provides grants to new
ERIC states to help defray the initial costs
of membership.*




15. Does the program resultin | Unclear. To date, voting rights advocates | ERIC's purpose is not to reduce the
the reduction of unlawful “know of no examples where a voter has | number of alleged double voters.
double voting? been successfully prosecuted for double
voting pursuant to Crosscheck data.”*!
Crosscheck’s promotional materials only
refer to the number of potential double
voters charged or referred to
prosecution.*
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